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This document provides a configuration example for setting up Protected Extensible Authentication
Protocol (PEAP) with Microsoft Challenge Handshake Authentication Protocol (MS-CHAP) version 2
authentication in a Cisco Unified Wireless network with the Microsoft Internet Authentication Service
(IAS) as the RADIUS server.

Prerequisites

Requirements

There is an assumption that the reader has knowledge of basic Windows 2003 installation and Cisco
controller installation since this document only covers the specific configurations to facilitate the tests.

Note: This document is intended to give the readers an example on the configuration required on MS
server for PEAP — MS CHAP Authentication. The Microsoft server configuration presented in this
section has been tested in the lab and found to be working as expected. If you have trouble configuring
the Microsoft server, contact Microsoft for help. Cisco TAC does not support Microsoft Windows server
configuration.

For initial installation and configuration information for the Cisco 4400 Series Controllers, refer to the
Quick Start Guide: Cisco 4400 Series Wireless LAN Controllers.

Microsoft Windows 2003 installation and configuration guides can be found at Installing Windows
Server 2003 R2 &,

Before you begin, install the Microsoft Windows Server 2003 with SP1 operating system on each of the
servers in the test lab and update all Service Packs. Install the controllers and lightweight access points
(LAPs) and ensure that the latest software updates are configured.

Components Used
The information in this document is based on these software and hardware versions:

e Cisco 4400 Series Controller that runs firmware Version 4.0

Cisco 1131 Lightweight Access Point Protocol (LWAPP) AP

Windows 2003 Enterprise server (SP1) with Internet Authentication Service (IAS), Certificate
Authority (CA), DHCP, and Domain Name System (DNS) services installed

Windows XP Professional with SP 2 (and updated Service Packs) and Cisco Aironet 802.11a/b/g
Wireless network interface card (NIC)

e Aironet Desktop Utility Version 4.0
e Cisco 3560 Switch
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live,
make sure that you understand the potential impact of any command.
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Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

PEAP Overview

PEAP uses Transport Level Security (TLS) to create an encrypted channel between an authenticating
PEAP client, such as a Wireless laptop, and a PEAP authenticator, such as Microsoft Internet
Authentication Service (IAS) or any RADIUS server. PEAP does not specify an authentication method,
but provides additional security for other EAP authentication protocols, such as EAP-MSCHAPv2, that
can operate through the TLS encrypted channel provided by PEAP. The PEAP authentication process
consists of two main phases:

PEAP phase one: TLS encrypted channel

The Wireless client associates with the AP. An IEEE 802.11-based association provides an Open
System or Shared Key authentication before a secure association is created between the client and
Access Point (LAP). After the IEEE 802.11-based association is successfully established between the
client and the Access Point, the TLS session is negotiated with the AP. After authentication is
successfully completed between the Wireless client and IAS server, the TLS session is negotiated
between them. The key that is derived within this negotiation is used to encrypt all subsequent
communication.

PEAP phase two: EAP-authenticated communication
EAP communication, which includes EAP negotiation, occurs inside the TLS channel created by PEAP
within the first stage of the PEAP authentication process. The IAS server authenticates the Wireless
client with EAP-MS-CHAP v2. The LAP and the Controller only forward messages between the
Wireless client and RADIUS server. The WLC and the LAP cannot decrypt these messages because it is
not the TLS end point.
After PEAP stage one occurs, and the TLS channel is created between the IAS server and the 802.1X
Wireless client, for a successful authentication attempt where the user has supplied valid password-
based credentials with PEAP-MS-CHAP v2, the RADIUS message sequence is this:

1. The IAS server sends an identity request message to the client: EAP-Request/Identity.

2. The client responds with an identity response message: EAP-Response/Identity.

3. The IAS server sends an MS-CHAP v2 challenge message: EAP-Request/EAP-Type=EAP MS-
CHAP-V2 (Challenge).

4. The client responds with an MS-CHAP v2 challenge and response: EAP-Response/EAP-
Type=EAP-MS-CHAP-V2 (Response).

5. The IAS server sends back an MS-CHAP v2 success packet when the server has successfully
authenticated the client: EAP-Request/EAP-Type=EAP-MS-CHAP-V2 (Success).

6. The client responds with an MS-CHAP v2 success packet when the client has successfully
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authenticated the server: EAP-Response/EAP-Type=EAP-MS-CHAP-V2 (Success).
7. The IAS server sends an EAP-TLV that indicates successful authentication.
8. The client responds with an EAP-TLV status success message.

9. The server completes authentication and sends an EAP-Success message using plaintext. If
VLAN:Ss are deployed for client isolation, the VLAN attributes are included in this message.

Configure
This document provides an example for the configuration of PEAP MS-CHAP v2.

Note: Use the Command Lookup Tool ( registered customers only) to obtain more information on the
commands used in this section.

Network Diagram

This document uses this network setup:

Wireless LAN Controller (WLC)

Light Weight AP

=/

Microsoft Windows 2003 Server (AD,
CA,DC, DHCP, DNS, IAS]}

Wireless Client C1  Wireless Client C2

In this setup, a Microsoft Windows 2003 server performs these roles:
e Domain controller for the domain Wireless.com
e DHCP/DNS server
o Certificate Authority (CA) server

e Active Directory — to maintain the user database

http://kbase.cisco.com/paws/servlet/ ViewFile/100397/peap-ias.xml?convertPaths=1 2/22/2008



Cisco - PEAP Under Unified Wireless Networks with Microsoft Internet Authentication S... Page 5 of 62

e Internet Authentication Service (IAS) — to authenticate the Wireless users
This server connects to the wired network through a Layer 2 switch as shown.

The Wireless LAN Controller (WLC) and the registered LAP also connect to the network through the
Layer 2 switch.

Wireless clients C1 and C2 will use Wi-Fi Protected Access 2 (WPA2) - PEAP MSCHAP v2
authentication to connect to the Wireless network.

The objective is to configure the Microsoft 2003 server, Wireless LAN Controller, and Light Weight AP
to authenticate the Wireless clients with PEAP MSCHAP v2 authentication.

The next section explains how to configure the devices for this setup.
Configurations

This section looks at the configuration required to setup PEAP MS-CHAP v2 Authentication in this
WLAN:

e Configure the Microsoft Windows 2003 Server
e Configure the Wireless LAN Controller (WLC) and the Light Weight APs
o Configure the Wireless Clients

Start with the configuration of the Microsoft Windows 2003 server.

Configure the Microsoft Windows 2003 Server

Configure the Microsoft Windows 2003 Server

As mentioned in the Network setup section, use the Microsoft Windows 2003 server in the network to
perform these functions.

e Domain controller — for the domain Wireless

e DHCP/DNS server

e Certificate Authority (CA) server

e Internet Authentication Service (IAS) — to authenticate the Wireless users
e Active Directory — to maintain the user database

Configure the Microsoft Windows 2003 server for these services. Begin with the configuration of the
Microsoft Windows 2003 server as a Domain Controller.

Configure the Microsoft Windows 2003 server as a Domain Controller
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In order to configure the Microsoft Windows 2003 server as a Domain Controller, complete these steps:

1. Click Start, click Run, type depromo.exe, and then click OK to start the Active Directory
Installation Wizard.

Active Directory Installation Yizard

Welcome to the Active Directory
Installation Wizard

Thiz wizard helps you install Active Directory zervices on thiz
gerver, making the server a domain controller.

[f thiz iz the first time vou have installed Active Directony, it iz
recommended that you first read the overview in Achive

Diirectory Help.

To continue, click Mext,

Caticel 1

2. Click Next to run the Active Directory Installation Wizard.
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Active Directory Installation Wizard : =l
Operating System Compatibility
Improved security settings inwWindows Serser 2003 affect older versions of
Windows.

Dramain contrallers running Windows Server 2003 implement secunity zettings that
require clientz and other zervers o communicate with those domain contrallers in a maore

SECLINE W3,

Some older verzionz of YWindows, including *indows 95 and ‘Windows MT 4.0 5P3 or
earlier, do not meet these requirementz. Similarly, zome nonindows systems, including
Apple Mac 05 ¥ and SAMBA clients, might not meet theze requirements.

Faor more infarmation, zee Compatibility Help.

Caticel 1

3. In order to create a new domain, choose the option Domain Controller for a new domain.

Active Directory Installation Wizard i =l
Domain Controller Type
Specify the role you want this server to have.

Do yow want thiz zerver to become a domain controller for a new domain ar an
additional domain contraller for an existing domain?

i* i_Ql:umain contraller for a new domair

Select thiz option to create a new child domain, new domain tree, or new forest,
Thiz zerver will become the first domain contraller in the new domain,

™ Additional domain controller for an existing domain

i\. Froceeding with thiz option will delete all local accountz on this server.

All cryptagraphic keys will be deleted and should be exported befare
cohtinuing.

All encrypted data, such az EFS-encrypted files or e-mail, should be decrypted
befare continuing aor it will be permanently inaccessible.

< Back 1 Hest > ] Caticel

4. Click Next to create a new forest of domain trees.
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Active Directory Installation Wizard x|

Create Hew Domain /
Select which type of domain to create.

Create a new:

(o i_Ql:umain it a new forest

Select thiz option if thiz iz the first domain in your organization ar if you want the new
domain to be completely independent of pour current forest.

™ Child domain in an existing domain tree

|f wour want the new domain b0 be a child of an exizting domain, zelect this option.
For example, you could create a new domain named
headguarters. example. microzoft. com ag a child domain of the domain

example. microzoft com.

" Domain tree in an existing forest

|f wour don't want the new domain ko be a child of an exizting domain, zelect this
option., This will create a new domain tree that is separate from any existing trees.,

< Back I Hest > I Canicel

5. If DNS is not installed on the system, the wizard provides you options with which to configure
DNS. Choose No, Just Install and Configure DNS on this computer. Click Next.

Active Directory Installation Wizar : : “}Ej

Install or Configure DN5S
Y'ou can configure or install Domain Haming Service [DMNS] on this computer.

Diomain Maming Service [DMS] iz not configured on thiz computer. |z DHS already
funning an thiz netwark?

™ Yes, | will configure the DNS client

" Mo, just install and configure DMS on this computer

¢ Back i Hest = i Canicel

6. Type the full DNS name for the new domain. In this example Wireless.com is used and click
Next.
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Active Directory Installation Wizard : + . : =l
Mew Domain Hame
Specify a name for the ness domain.

Type the full DMNS niame for the new domain
[for example: headquarters. example. microzoft. com].

Full DMS name for nevs domairn;

Wireless. com

< Back 1 Hest > ] Caticel

7. Enter the NETBIOS name for the domain and click Next. This example uses WIRELESS.

Active Directory Installation Wizard : + . : =l
MetBl0OS Domain Hame
Specify a MetBI0S name for the new domain.

Thiz iz the name that userz of earlier verzions of Windows will Lze foidentify the new
domain. Click Mest to accept the name shown, or type a new name.

Darnain MetBlOS name: WIRELESS

< Back 1 Hest > ] Caticel

8. Choose the database and log locations for the domain. Click Next.
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Active Directory Installation YWizari ____)_gj

Databaze and Log Folders
Specify the folders to contain the Active Directory databaze and log files.

For best performance and recoverability, store the databaze and the log on zeparate
hard dizkz.

"where do pou want to store the Active Directory databaze’?

Databaze folder:

Browse. .

Log folder:
CAWIRDOWSNHTDS Browsze. ..

YWhere do pou want to stare the Active Directory log?

< Back 1 Hest > ] Caticel

9. Choose a location for the Sysvol folder. Click Next.

Active Directory Installation Wizard =l

Shared System Yolume
Specify the folder to be shared as the spstem volume.

The S%5WOL folder storez the zerver's copy of the domain's public filez. The contents
of the S%SWOL folder are replicated to all domain controllers in the domain.

The 55501 folder must be lozated on an HTFS waolume.
Enter a location for the SYS% 0L Folder.

Enlder lacation:

Browse. .. 1

< Back 1 Hest > ] Caticel

10. Choose the default permissions for the users and groups. Click Next.
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Active Directory Installation Wizard : ____)_gj

Permizzions
Select default permizsions for uzer and group objects.

Some server programs, such as Windows NT Hemote Access Service, read information
ztared on domain contrallers.

' Pemiszions compatible with pre-wWindows 2000 server operating systems

Select thiz option if you run zerver programs on prewWindows 2000 server operating
gpztems or on Windows 2000 or \Windows Server 2003 operating systems that are
members of pre-Windows 2000 domainz.

i‘: Anonymols wzers can read information of this domair.

™ Pemiszions compatible anly with ‘indows 2000 or ‘Windows Server 2003
operating spstems

Select thiz option if you run zerver programz only on Windows 2000 or Windows
Server 2003 operating systems that are members of Active Directon domaing. Only
authenticated uzerz can read information on this domain,

< Back 1 Hest > ] Caticel

11. Set the Administrator Password and click Next.

Active Directory Installation Wizard i =l
Directory Services Hestore Mode Administrator Password
Thiz pazsword iz used when pou start the computer in Directory Services Restore
Mode.

Type and confirm the paszword you want b azsign to the Administrator account uzed
when thiz server iz started in Directory Servicez Bestore Mode.

The restare mode Administrator account iz different from the domain dminiztraton
account. The paszwords for the accountz might be different, 2o be sure to remember

bioth.
Festore Mode Pazsword: i--"uu
Canfirrn pazsward: ;-"--"."4

For more information about Directory Services Restore Mode, see Active Directorny Help,

< Back 1 Hest > ] Caticel

12. Click Next to accept the Domain Options set previously.
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Active Directory Installation YWizari : ____)_gj
Summary
Review and canfirm the options pou selected.
You chosze to;

Configure this zerver as the firzt domain controller in a new forest of domain rees. j:_j
The new domain name iz Wireless cam, Thiz iz alzo the name of the new forest,

The MetBIOS name af the damain iz WIBELESS

D atabaze folder; C:AWINDOWSAHTDS

Lag file falder: C:AWwWINDOWSAHMTDS

SSWOL folder: C:WwINDOWS S TSYOL

The pazeword of the new domain administrator will be the zame az the pazsword of
the administrator of thiz computer.

Tao change an option, click Back. Ta beain the aperation, click Mest.

< Back 1 Hest > ] Caticel i

13. Click Finish to close the Active Directory Installation Wizard.

Active Directory Installation Wizard ; x|

Completing the Active Directory
Installation Wizard

Active Directon iz now installed on this cormputer for the _:_j
domain ‘Wireless. com,

Thiz domain contraller is azzigned to the site
Drefault-First-Site-Mame. Sites are managed with the
Wetive Directory Sites and Services administrative tool,

To cloge thiz wizard, click Firish.

Hv'-sq 1 Firizh 1 Lancel

14. Restart the server for the changes to take effect.
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Active Directory Installati =i

YWindows must be restarted before the changes made by the Active
Directary Inztallation wizard take effect.

Bestart How Don't Restart How

With this step, you have configured the Microsoft Windows 2003 server as a Domain controller and
created a new domain Wireless.com. Next configure DHCP services on the server.

Install and Configure DHCP Services on the Microsoft Windows 2003 Server

The DHCP service on the Microsoft 2003 server is used to provide IP addresses to the Wireless clients.
In order to install and configure DHCP services on this server, complete these steps:

1. Click Add or Remove Programs in the Control Panel.
2. Click Add/Remove Windows Components.
3. Choose Networking Services and click Details.

4. Choose Dynamic Host Configuration Protocol (DHCP) and click OK.

Metworking Services : i fj

To add or remove a component, click the check box. & shaded box means that only part
af the companent will be installed. To see what's included in a component, click Details.

Subcomponents of Hetwaorking Services:

| 2 Domain Mame Syztem [DMNS] 1.7MB &
: Q Dunamic Host Configuration Protocaol [DHCR) 0.0 ME
Internet Authentication Service 0.0 mMB
Remote Accezs Quarantine Service 01 mMe
RPC over HTTP Prosy 0.0MBE

Simple TCPAP Services ]

j YWindows Internet Mame Service MwIMS] 0.9 B __1'_'_3

Descrption:  Setz up a DHCP zerver that automatically aszigns temporary [P
addrezzez to client computers on the zame networl:,

T otal dizk. space reguired: 3.4 MB
Space available on dizgk: 72245 MB

k. i Cancel

5. Click Next to install the DHCP service.
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Windows Components Wizard

Windows Components
Y'ou can add or remove companents of Windowes,

To add or remove a companent, click the checkbox. & shaded box means that anly
part of the component will be installed. To zee what's included in a component, click,
Details.

Compaonents:

8 Internat Explarer Ernhanced Security Canfiguration 0.0rBE :__j
“ Management and Monitoring Tools E.2 MB

| Metworking 5
=) Other Metwark File and Print Services 0.0 ME
£ Remnte Starane 47 MR ..:.j

Description: Containg a variety of specialized, netwark-related zervices and protocols.

Total dizk, zpace required: 3.4 MB Btk 1
Space available on disk: 72121 ME e

< Back 1 Hewt » i Cancel i Heln i

6. Click Finish to complete the installation.

Windows Components Wizard : : ____>§j

Completing the Windows
Components Wizard

Y'ou have successfully completed the Windows
Components Wizard.

To cloge thiz wizard, click Finizh.
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7. In order to configure DHCP services, click Start > Programs > Administrative tools and click
the DHCP snap-in.

8. Choose the DHCP server - tsweb-lapt.wireless.com (in this example).

9. Click Action and then click Authorize to authorize DHCP service.

[ TR : |
e e A=) |

e e e [HEP Serenr
Mot Ml e,
b 2 i [P adchsarni, o et & soope: and muthorce tha D savern.
Frzipe e o [P pkcbrres bt i assreesd b ompe e o o [F wkbers, fad a rocurty oy that o matborions DHCOP servers ranon vor
Farcacks B beapec
o the Action rei, Ghck ey Srogs.
Do Lt o OFCT parear, oa e fclion manu, dick. fathonme.
(LW e ey el s g, P 1 ot e, st e P, 0 o e Ao e, ik M
g Prudel mad Cpbiors.
i s asting s & DHCP parta, oo ol His
el Temds [}
(e
[l
vebomh
[—
el
[Eirtaras it gty i e cmity [
a8 | Gt e [[Boeer | =]2 AT

10. In the Console tree, right-click tsweb-lapt.wireless.com and then click New Scope to define an IP
address range for the Wireless clients.

11. On the Welcome to the New Scope Wizard page of the New Scope Wizard, click Next.
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Mew Scope Wizard

Welcome to the New Scope
Wizard

Thiz wizard helps you set up a scope for distributing [P
addrezzes to computers on your netwark,

To continue, click Mest,

Caticel 1

12.  On the Scope Name page, type the name of the DHCP scope. In this example, use DHCP-Clients
as the scope name. Click Next.

MNew Scope Wizard

Scope Hame
'ou have to provide an identifving scope name. ou alzo have the option of

providing a description.

Type a name and dezcription for this scope. Thiz information helps pou quickly identify
how the zcope iz bo be used on your netwark.

Mame: ;DHEP-Enents

Description: iDHEF‘ Server for Wireless Clients

¢ Back i Hest > i Cancel

13. On the [P Address Range page, enter the start and end IP addresses for the scope, and click Next.
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Mew Scope Wizard

IP Address Range
“'ou define the zocope address range by identifping a zet of conzecutive [P

addresses.

Enter the range of addrezzes that the scope distributes.

Start IP address: ; 10 .77 244 0218

End IP address: ; 10 . 77 . 244 . 219

& zubnet mazk defines how many bits of an IP address to uze for the network /subnet
|Ce and hiow many bitz to uze for the host (D, 'ou can zpecify the subnet mazk by
length or as an [P address.

Length: a8 =

Subnet mask: 1255- o.o0.0

< Back 1 Hest > ] Caticel

14. On the Add Exclusions page, mention the IP address that you would like to reserve/exclude from
the DHCP scope. Click Next.

MNew Scope Wizard

Add Exclusions
Exclusions are addresses or a range of addreszes that are not distributed by the

EEMVer.

Type the IP addrezz range that you want to exclude. [F pou want to exclude a single
addrezz, type an address in Start IP addrezz only.

Start IP address: End IP addrezs:
| |

Excluded addrezs range;

¢ Back i Hest > i Cancel

15. Mention the lease duration in the Lease Duration page, and click Next.

http://kbase.cisco.com/paws/servlet/ViewFile/100397/peap-ias.xml?convertPaths=1 2/22/2008



Cisco - PEAP Under Unified Wireless Networks with Microsoft Internet Authenticatio... Page 18 of 62

Mew Scope Wizard

Lease Duration
The leaze duration zpecifies how long a client can uge an IP address from this

FCOpPE.

| eaze durations should tepically be equal to the average time the computer iz
connected to the zame phyzical network. For mobile nebworks that consist mainly of
portable computers or dial-up clients, sharter leaze durations can be uzeful.
Likewize, for a stable netwaork that consistz mainly of dezktop computers at fised
lozationz, longer leaze durationz are more appropriate.

Set the duration for scope leazes when distributed by this server.
Lirnited to:

Drays: Haours: Mirutes;
B PP

< Back 1 Hest > ] Caticel

16. On the Configure DHCP options page, choose Yes, I want to configure DHCP Option now, and
click Next.

MNew Scope Wizard

Configure DHCP Options
Y'ou have to configure the most common DHCF options before clients can usze the

FCOpE.

“When clientz obtain an addresz, they are given DHCF optionz such az the [P
addrezzes of routers [default gatewaysz], DNS servers, and WINS zettings for that
SCOpE.

The zettings you select here are for thiz scope and override settings configured in the
Server Optionz falder far thiz server.

Do yow want ta configure the DHCP optionz far this scope now?

' Yes, | want to configure these options now

" Mo, | will configure these options later

¢ Back i Hest > i Cancel

17. If there is default gateway router, mention the IP address of the gateway router in the Router
(Default Gateway) page, and click Next.
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Mew Scope Wizard

Router [Default Gateway]
Y'ou can zpecify the routers, or default gateways, to be distributed by this soope.

To add an IP addrezs for a router uzed by clients, enter the addreszs below,

IF addresz:

1077244220

< Back i Hest > Caticel

18. On the Domain Name and DNS servers page, type the name of the domain that was configured
previously. In the example, use Wireless.com. Enter the IP address of the server. Click Add.

MNew Scope Wizard

Domain Mame and DNS Servers
The Domain Hame System [DHS] maps and translates domain names uzed by
clients on waur nebwark.

“'ou can specify the parent domain pou want the client computers on pour nebwork. ko use for
DMS name resolution,

Parent domain: | ireless.com

To configure zcope clients to uze DMS zervers on vour netwaork, enter the IP addrezses for thoze
TEMVErS.

Server name: IF address:

107724497

¢ Back Hest > Cancel

19. Click Next.
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20. On the WINS Server page, click Next.

21. On the Activate Scope page, choose Yes, I want to activate the scope now, and click Next.

MNew Scope Wizard

Activate Scope
Clients can obtain address leazes only if a scope iz activated.

Do pou want to achivate this scope now?

' Yes, | want to activate this scope nowe

" Mo, | will activate this zcope |ater

¢ Back i Hest > i Cancel

22. On completing the New Scope Wizard, click Finish.

MNew Scope Wizard

Completing the New Scope
Wizard

Y'ou have successfully completed the New Scope wizard.

To cloge thiz wizard, click Finizh.

Caticel 1
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23. Inthe DHCP Snapin window, verify that the DHCP scope that was created is active.
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Now that the DHCP/ DNS is enabled on the server, configure the server as an enterprise Certificate
Authority (CA) server.

Install and Configure the Microsoft Windows 2003 Server as a Certificate Authority
(CA) Server

PEAP with EAP-MS-CHAPv?2 validates the RADIUS server based on the certificate present on the
server. Additionally, the server certificate must be issued by a public certification authority (CA) that is
trusted by the client computer (that is, the public CA certificate already exists in the Trusted Root
Certification Authority folder on the client computer certificate store). In this example, configure the

Microsoft Windows 2003 server as a Certificate Authority (CA) that issues the certificate to the Internet
Authentication Service (IAS).

In order to install and configure the certificate services on the server, complete these steps:
1. Click Add or Remove programs in Control Panel.
2. Click Add/Remove Windows components.

3. Click Certificate Services.
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Windows Components Wizard

Windows Components
Y'ou can add or remove companents of Windowes,

To add or remove a companent, click the checkbox. & shaded box means that anly
part of the component will be installed. To zee what's included in a component, click,
Details.

Compaonents:

uj Accessones and Utilities 493 mMB ﬂ
iig.-'i‘-.pplicatiun Serve 4.4 MB

Certifizate

i| E-mail Services 1.1 ME
[ ¢4 Fax Servires 79mR T

Descrption:  Inztallz a certification autharity [CA] bo izzue certificates far uze with
public key security programs.

Total dizk, zpace required: 13.8 MB Btk 1
Space available on disk: 0.6 ME e

< Back 1 Hewt » i Cancel i Heln i

4. Click Yes to the warning message, After Installing Certificate Services, the computer cannot
be renamed and the computer cannot join or be removed from a domain. Do you want to
continue?

“icrosoft Certificate Services

After nstaling Certificate Services, the machine name and domain memmbership may not be changed due to the binding of the machine name to 4 |
I infosmation stored in the Actve Diractory, Changing the machine name or domain membsrship would invakdate the cartificates sswed from the CA,
Please snsure the proper machine names and domain membership ane corhigured before instalng Cerbficate Services, Do woumant to conbinus? |

5. Under Certificate Authority Type, choose Enterprise root CA, and click Next.
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Windows Components Wizard

CA Type
Select the type of Ch you want to set up.

™ Enterprize subordinate T4
™ Stand-alone raok C,
™ Stand-alone subordinate CA

i~ Description of CA& type
The moszt frusted Ch in an enterprize. Should be installed before any ather CA.

™ Use custom settings to gererate the key pair and C&, certificate

< Back 1 Hewt » i Cancel Help

6. Enter a name to identify the CA. This example uses Wireless-CA. Click Next.

Windows Components Wizard

CA Identifying Information
Enter infarmation to identify thiz Ch.

Cormmon name for thiz G
i"v\-"ireless-ﬁ-ﬁl

Distinguizhed name suffis;
DC=wireless DC=com

Ereview of distinguizhed name:
CH=wreless-Ch DC=wireless DC=com

W alidity penod: E xpiration date:
|5 [veas =l 1241272012 7.01 Phd

< Back 1 Hewt » i Cancel Help

http://kbase.cisco.com/paws/servlet/ ViewFile/100397/peap-ias.xml?convertPaths=1 2/22/2008



Cisco - PEAP Under Unified Wireless Networks with Microsoft Internet Authenticatio... Page 24 of 62

7. A “Cert Log” directory is created for certificate database storage. Click Next.

Windows Components Wizard

Certificate Database Settings
Enter locations faor the certificate database, databasze log, and configuration
information,

Certificate databasze:

i (M D ztem32hCertlo Browse. . 1

Certificate databaze log:

CAWR DWW S Savetem3d 2y Cartlog Browsze. .. !

™ Store configuration information in a shared falder
Shared folder;

< Back 1 Hewt » i Cancel Help

8. [IfIIS is enabled, it must be stopped before you proceed. Click OK to the warning message that
IIS must be stopped. It restarts automatically after CA is installed.

Microsolt Certificale Services > :::: g .: oy '}EJ

! j Ta complete the irstalation, Certficata Saryices must bemporarity stop the Internek Infarmation Services, Do you want Lo shap the service rmw?

|

I

9. Click Finish to complete the installation of Certificate Authority (CA) services.
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Windows Components Wizard : : ____>§j

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components Wizard.

To cloge thiz wizard, click Firish.

The next step is to install and configure the Internet Authentication Service on the Microsoft Windows
2003 server.

Connect Clients to the Domain

The next step is to connect the clients to the wired network and download the domain specific
information from the new domain. In other words, connect the clients to the domain. In order to do this,
complete these steps:

1. Connect the clients to the wired network with a straight through Ethernet cable.

2. Boot up the client and login with the username/ password of the client.

3. Click Start; click Run; type emd; and click OK.

4. At the command prompt, type ipconfig, and click Enter to verify that DHCP works correctly and
the client received an IP address from the DHCP server.

5. In order to join the client to the domain, right click My Computer, and choose Properties.
6. Click the Computer Name tab.
7. Click Change.

8. Click Domain; type wireless.com; and click OK.
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Computer Mame Changes

You can change the name and the memberzhip of thiz
computer. Changes may affect access to network resources.

Computer name:
Client1 |

Full computer name:
Client1.

kember of
%) Domair;
|Wireless |

7 Workgroup:;

Ok ][ Cancel J

9. Type Username Administrator and the password specific to the domain to which the client joins.
(This is the administrator account in the Active Directory on the server.)

Entet the name and passwaord of an account with permission

ko join the domain.

User narme: | ﬁ administrator _Y:|

Password! | SEEEBERES |

L oK J[ Cancel ]

10. Click OK.
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11.

12.

13.

14.

15.

16.

Computer Mame Changes

i
o | ) Welcome to the Wireless domain,

Click Yes to restart the computer.

Once the computer restarts, login with this information: Username = Administrator; Password =
<domain password>; Domain = Wireless.

Right click My Computer, and click Properties.

Click the Computer Name tab to verify that you are on the Wireless.com domain.

System Properties 1| rg|
| SystemBestore | Automatic Updates _ Remote |
| General Computer Mame | Hardware Bidvaniced

e

Windaws uzes the fallawing infarmation toidentify vaur cormputer
an the network,

Computer description:

For example: "Fitchen Computer'' or "Many's

Compter'’.
Full computer name: Client] \wireless. com
Dromair; “Wirelesz.com
To uze the Mebwork |dentification \Wizard to join a Webwark 1D
domain and create a local user account, click Netwark E

10

T o rename thiz computer or join a domain, click Change.

,ﬂ Changes will take effect after you restart thiz computer.

[ ok, ] [ Cancel ] ol

The next step is to verify that the client received the CA certificate (trust) from the server.

Click Start; click Run; type mmec, and click OK.
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17. Click File, and click Add/Remove snap-in.

Standalone | Extensions |

I1z& thiz page to add or remoyve a standalone Snap-in from the conzole.

Shap-ing added to: |a Conzole Foot V..

[rezcription

Add.. Bamnia iR T

[ Ok ][ Cancel ]

18. Click Add.

19. Choose Certificate, and click Add.
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Add Standalone Snap-in

Avalable Standalone Snap-ins:

Shap-in | Mendar ™
% MET Framework, 1.1 Configuration bicrozoft Corporation
Activer Control bicrozoft Corporation
i Certificates Microzoft Corporation
@ Compaonent Services ticrozoft Corporation e
Cormputer Management ticrozoft Corporation
Device Manager Micrazoft Carporation
@ Digk Defragmenter Microzoft Corp, Executi...
g Dizk Management Microzoft and VERITAS...
Ewent Wiewer Microzoft Corparation
Falder ticrozoft Corporation »
Description

The Certificates snap-in allows vou to browse the contents of the
certificate stores for pourzelf, a service. or a computer.

I_ Add ] [ Cloze

20. Choose Computer Account, and click Next.

Certificates snap-in

Thiz znap-in will always manage certificates for:
73 My uzer account
7 Service account

%) Computer account

= Haok Mext » J[ Cancel ]

21. Click Finish to accept the default local computer.
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Select Computer

Select the computer vou want thiz znap-in to manage.
Thiz znap-in will abwavs ranage:

(%) Local computer. [the computer this conzale is running on)

) Another computer; Broshize

[]Allaw the selected computer to be changed when launching from the command line. This
only applies if you zave the conzole.

[ ¢ Back ][ Finizh J [ Cancel ]

22. Click Close, and click OK.

23. Expand Certificates (Local Computer); expand Trusted Root Certification Authorities; and
click Certificates. Find Wireless in the list.
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24. Repeat this procedure to add more clients to the domain.

Install the Internet Authentication Service on the Microsoft Windows 2003 Server and

Request a Certificate

In this setup, the Internet Authentication Service (IAS) is used as a RADIUS server to authenticate

Wireless clients with PEAP authentication.

Complete these steps to install and configure IAS on the server.

1. Click Add or Remove Programs in the Control Panel.

2. Click Add/Remove Windows Components.

3. Choose Networking Services, and click Details.

4. Choose Internet Authentication Service; click OK; and click Next.
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Networking Services : =i

To add or remove a component, click the check box. & shaded box means that only part
af the compaonent will be installed. To see what's included in a component, click Details.

Sul:ngﬂmpn:nnents af Metwarking Services:

v 3 Domain Mame System [DM5] 1.7MB =
v D ynamic Host Configuration Protocol [DHCF) N.0MB

ﬁ Q [nternet Authentication Service 0.0MB

] @ Remote Access Duarantine Service 0.1 HE

8| BPC over HTTP Prasy 0.0 MBE

L : Simple TCP/P Services OO0ME T
[ B windows Intemet Name Service [wINS) namMe

Dezcnption:  Enables authentication, authonization and accounting of dial-up and %¥FH
uzers, |45 supparts the BADIUS protacal,

Total disk space required: 3.4 KB
Space available on dizk; F208.2 MB

k. 1 Cancel

5. Click Finish to complete the IAS installation.

Windows Components Wizard : : _ﬁj

Completing the Windows
Components Wizard

You have successiully completed the Ywindows
Compaonients Wizard.

To cloge thiz wizard, click Finizh.

6. The next step is to install the computer certificate for the Internet Authentication Service (IAS).

7. Click Start; click Run; type mme; and click OK.
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8. Click Console in the file menu, and then choose Add/Remove snap-in.

9. Click Add to add a snap-in.

Add/Remove Snap-in

Standalone |Extensiu:uns I

Ise this page ko add or remove a stand-alone snap-in from the consaole,

Snap-ins added to: I.-

=

—onsole Rook

 Descripkion

add. .. Femave o o e |

Ik I Cancel
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10. Choose Certificates from the list of snap-ins, and click Add.

Add standalone Snap-in = . il .l

Available standalone snap-ins:

Snap-in | vendar P
‘ﬁ MET Framewnork 1.1 Configuration  Microsaft Corporation
"'{’Ei:j.ﬁ.ctive Direckary Domains and Trusks  Micrasoft Carparation

%ﬁ#ctive Direckory Sikes and Services  Microsoft Corporation
c{é.ﬁ.ctive Direckory Users and Compu...  Microsoft Corporation

;‘ﬁ.ﬁ.ctivex Control Microsoft Corporation
%ADSI Edit Microsoft Corporation
E[Eg.|:'.uI:h|:|ri2.E|I:iu:un Manager Microsaft Corporation
@Certificate Templates Microsoft Corporation
5 i ertificates Microsaoft Corparation
Eﬂ Certification Aukharity Micrasaft Corporation ..I.j
.
~Descripkion

The Certificates snap-in allows wou to browse the contents of the
certificate skores For wourself, a service, or a computer,

Add Close

11. Choose Computer account, and click Next.

Certificates snap-in ; : ,.?..{.j

Thiz znap-in will alwaps manage certificates for;

Wy uger account
-

Ervice account

< Bact 1 MNest > i Cancel

12. Choose Local computer, and click Finish.
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Select Computer e x|

Select the computer pou want thiz znap-in to manage.

7~ Thiz znap-in will akways manage:

i* LLocal computer: [the computer this consals i running ong

™ fnother computer: I Brawse |

7 Allow the selected computer to be changed when launching from the command line. This
only applies i pou zave the conzole.

¢ Back I Finizh I Cancel

13. Click Close, and click OK.

14. Expand Certificates (Local Computer); right click Personal folder; choose All tasks and then
Request New Certificate.

" Consolall - [Console Rect]
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15. Click Next on the Welcome to the Certificate Request Wizard .
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Certificate Request Wizard : ____)_gj

Welcome to the Certificate
Request Wizard

This wizard helps wou request a new certificate from a
certification authority (CA) in wour domain,

A certificake, which is issued by a certification autharity,
is a confirmation of wour identity and contains
information used to proteck data or to establish secure
nebwork connections,

4 private key is the secret half of a public and private
ke pair associated with a certificate. I is used to
digitally sign or decrypt data encrypbed with the
corresponding public ke,

To cankinue, click Mext,

Cancel ’

16. Choose the Domain Controller certificate template (if you request a computer certificate on a
server other than the DC, choose a Computer certificate template), and click Next.

Certificate Request Wizard _ ; “}Ej

Certificate Types

& certificate bype contains preset properties for certificates,

Select a certificate bype For wour request. You can access only certificate types that
vou have permissions for and that are available from a trusted CA,

Certificate bypes:

Directary Email Replicakion
Crommain Controller
Comain Controller Authentication

To select a cryptographic service provider and a Ca, select Advanced,

[ advanced

< Back. 1 Mexk = i Cancel

17. Type a name and description for the certificate.
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Certificate Request Wizard =l
Certificate Friendly Name and Description
‘You can provide a name and descripkion that help wou quickly identify a specific
certificate.
Type a friendly name and description For the new certificate,
Eriendly name:
PEAP-Wireless
Description:
1a5 Server Certificate - 802, 1x Authentication
< Back. 1 Mexk = i Cancel
18. Click Finish to complete the certification request wizard.
Certificate Request Wizard =l

Completing the Certificate
Request Wizard

fou have successfully completed the Certificate
Reguest wizard.

‘You have specified the Following settings:
Friendly Name PEAP-YWireless
Compukter Name TSWEB-LAPT
Certificate Templake  Domain Controller

< Back 1 Finish i Cancel
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Certificate Request Wizard

\:‘l’) The certificate request was successful,

Configure the Internet Authentication Service for PEAP-MS-CHAP v2 Authentication

Now that you have installed and requested a certificate for the IAS, configure the IAS for authentication.

Complete these steps:

1. Click Start > Programs > Administrative Tools, and click Internet Authentication Service
snap-in.

2. Right-click Internet Authentication Service (IAS), and then click Register Service in Active
Directory.

A Inkprmast: festharib stian Sereice

== [0 5 @ @ |w =

[
B RS e il Servin
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e » 12 W Ameed vl tht i compatbls st Remocs Authentcaton Dk In U Sevce RADLEY.
Prpatac s read e revcle orens preoe i oF e Scemurds i fekive Desciory, n b detior merw, tieck Begatee Sarver in Aot Diretery.
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3. The Register Internet Authentication Service in Active Directory dialog box appears; click
OK. This enables IAS to authenticate users in the Active Directory.

Reqgister Internet Authentication Server in Active Directory:

Toenable 145 to authenticate users in the Active Dinsctary, thie computers ronning [AS must be authorzed to read users” diakin properties from the domain.

Do o wish bo awthorize this computer to read users’ dialin propesties from tha Yireless,com domain?

ok ] cenedl
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4. Click OK in the next dialog box.

Server registered:

"': This compiber |s no authonzed bo read users' dial=n propertes from domain Wireless, com,

T authorize this computer ba read users' diaHn properties From other domains, you must register this computer ba be a member of tha RAS{IAS
Servers Group n that domain,

5. Add the Wireless LAN Controller as an AAA client on the MS IAS server.

6. Right-click RADIUS Clients, and choose New RADIUS Client.

Bl Bitin s e |
e mEEREE

[ B brimras e ation fvcs Lacall - ____________.r’-éz_l___________ — e e e e
H:.j_ BT Comreations o Mrosol; Bngtng wed Fewabe ., |
e = T [ ———— z
1= Famabw ft e (5
[N ot e —
Arieh
sl
P herd |
EE | A bt Corvmrions || B¥oiac R SAE | [ —————r | @] WA o

7. Type the name of the client (WLC in this case), and enter the IP address of the WLC. Click Next.
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Mew RADIUS Client

Mame and Address

Type a fnendly name and either an [P Addresz or DMS name far the client.

Erniendly niame: WL

Client address (IF ar DMS]:

10.77.244.210 Werify... |

i Back I Hext » I Cancel
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8. On the next page, under Client-Vendor, choose RADIUS Standard; enter the shared secret; and

click Finish.

9. Notice that the WLC is added as an AAA client on the [AS.

[ et 7 e e R
T e ]

L3 bimted dethmcion s bl rordvhars ¢ | sdme | [ oerd vemden |
L]

L | [[ERES T AR AR A
ol Prde Se ez Lo
B Fawaln fmcen Folom
B3 Cornaction Ssquet Fracsng

.tih— | & | By tncatcorvanirs | B R Ry S | [ p———— | = |‘? B OmAT Tz

10. Create a remote access policy for the clients.
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11. In order to do this, right-click Remote Access Policies, and choose New Remote Access Policy.

A Inknmet festhenba stion Serece

[T T

== LAF R #@

W Wimve da e stion eecs L] M [omer 1

B RAGRSS iy AP Craveations i Mool nating wed Feare [l

] %e Frwole Soomis & Comrmtiorn ia ather scem sy 2

BHEN Cornaction s M P R taem Doley

st | g | Ay Hatmork Connaaors | Kooses R e Ry O | [ p————

| &|? BEmAT ne

12. Type a name for the remote access policy. In this example, use the name PEAP. Then click Next.

Mew Remote Access Policy YWizard

Policy Configuration Method

The wizard can create a typical policy, or you can create a custam policy.

How do wou want bo set up thiz policy’?

¥ ze the wizard ta zet up a twpical policy for & commaon scenario

" Set up a custom policy

Type a name that descrbes thiz policy.

Palicy name:  {PEAPWirelesd

Example: Authenticate all ¥PH connections.

¢ Back I Hest > I Cancel

13. Choose the policy attributes based on your requirements. In this example, choose Wireless.
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Mew Remote Access Policy YWizard : ____)_gj

Access Method
Policy conditions are bazed on the method used to gain access o the netwark.

Select the method of access for which you want to create a policy.

7 WPN

IJze for all ¥PM connections. To create a policy for a specific ¥PM type, go back ta the
previouz page, and select Set up a custom policy.

" Dialup

IJze for dial-up connections that uze a traditional phone line or an Intearated Services
Crigital Metwork, [ISOM] line.

I1ze for wireless LAN connections anly.

™ Ethemet

Ize for Ethernet connections, such az connections that use a switch.

¢ Back i Hest > i Cancel

14. On the next page, choose User to apply this remote access policy to list of users.

Mew Remote Access Policy Wizard ; : _...}Ej

User or Group Access

Y'ou can grant access o individual users, or vou can grant access to selected
aroups.

Grant access bazed on the following:

£ Group
Individual uzer permizzions override araup permizzions.

< Back 1 Hest ] Canicel

15. Under Authentication Methods, choose Protected EAP (PEAP), and click Configure.
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Mew Remote Access Policy Wizard | ____)_gj

Authentication Methods
EAP uges different types of security devices to authenticate uzers.

Select the EAF tupe far this palicy.

Type:

Pratected EAP [PFEAF] Configure ... i

¢ Back i Hest > i Cancel

16. On the Protected EAP Properties page, choose the appropriate certificate from the Certificate
Issued drop-down menu, and click OK.

Protected EAP Properties . 21 x]

This server identifies itself to callers before the connection is completed.
Select the certificate that you want it ko use as proof of identity,

Certificate issued Fweh-lapk, Wik
Friendly name: PEAP-\Wireless

Issuet: Wireless-Ch

Expirakion date: 12/16/2008 5:53:02 PM

™ Enable Fast Reconnect
Eap Types

Secured password (EAP-MSCHAR w21

add i Edit Remove 1 (] 4 ; Cancel

17. Verify the details of the remote access policy, and click Finish.
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Mew Remote Access Policy YWizar

Completing the New Remote
Access Policy Wizard

You have successfully completed the Hew Remote Access
Policy Wizard. vou created the following policy:

PEAP-Wireless

Conditions:

MAS-Port-Type matches "Wirsless - Other OR ‘Wirgless -
IEEE &02.11"
Authentication: EAP[Protected EAP [PEAR]]

Encrphion: Bazic, Strong, Strongest, Mo encreption

To cloge thiz wizard, click Finizh.

Cancel 1

18. The remote access policy has been added to the list.

A Inkwrmet festhaniba stion Sereice

Bl dddion Yen e

== DB FR#E

L ]

W ramre: amurcwon s il

B Commection dsqueat Froosng

A etam| | A Htwodt Conraions

| e

| & dnorgnd - [DiE17AT-.. [ dstemmet Antlstnali.

o | T BEEAT nse

19. Right-click the policy, and click Properties. Choose “Grant remote access permission” under
“If a connection request matches the specified conditions.”
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PEAFP Properkties

Settings

Specify the conditions that connection requests must match.

Palicy conditions:

E | [

Agd. | Edt. Remove |

[f connection requestz match the conditionz specified in thiz palicy, the
azzociated profile will be applied to the connection.

nlesz individual access permiszions are specified in the user profile, thiz
policy contral: access to the nebwork.

If & connection request matches the specified conditions:
™ Deny remote access permission

¥ Grant remote access permizsion

21

k. Cancel Sy

Add Users to the Active Directory

In this setup, the User database is maintained on the Active Directory.
In order to add users to the Active directory database, complete these steps:

1.

http://kbase.cisco.com/paws/servlet/ViewFile/100397/peap-ias.xml?convertPaths=1
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In the Active Directory Users and Computers console tree, right-click Users; click New; and then
click User.
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2. Inthe New Object — User dialog box, type the name of the Wireless user. This example uses the
name WirelessUser in the First name field and WirelessUser in the User logon name field. Click

Next.

Mew Object - User

Create in:  “Wirelezs. comdLlzers

Eirst name: IEIient 1 Initialz: I
Last name: I
Full name: Il:"Eﬂt 1

Lzer logon name;
IEIient‘Il I @w/ireless. com =

Ilzer logon name [pre-windows 2000]:
IWIHELESSR IEIient'I

< Hack I Hewt > I Cancel

3. Inthe New Object — User dialog box, type a password of your choice in the Password and
Confirm password fields. Clear the User must change password at next logon check box, and

click Next.
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New Object - User : =i

g Create in:  “Wirelezs. comdLlzers

Pazsword: i-- I

Canfirm paszwaord: iu TII L

I User must change pazsword at next logor

I User cannot change pazsword
[T Password never expires

[T Accourt iz dizabled

¢ Back i MHest » i Cancel

4. Inthe New Object — User dialog box, click Finish.

New Object - User : =i

g Create . “Wirelezs. comdUlzers

When vau click Finizh, the fallawing object will be created:

Full name: Client 1 ﬂ

IJzer logon name: Clhient1 @wirelezs com

2

Cancel 1

5. Repeat steps 2 through 4 in order to create additional user accounts.

Allow Wireless Access to Users
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Complete these steps:

1. Inthe Active Directory Users and Computers console tree, click the Users folder; right-click
WirelessUser; click Properties; and then go to the Dial-in tab.

2. Choose Allow access, and click OK.

Client 1 Properkties : el
Femate contral i Teminal Services Profile ; COmM+
eneral ; Address i Acoaunt i Prafile i Telephones i Organizatiaon
b ember OF Diial-iry ; E nvironment i Seszionz

- Remote Access Permizzion [Dialin or WEM]

C Controlaccess thraugh Hemote iocess Eolicy

- Callback Optionz

* Mo Calback
™ Set by Caller [Fouting and Remote Access S ervice only]

{7 Always Callback to: ;

fymapene m Dhabio [E3 6 dedeme s
I fasign & Static B Addiess i

4 Apply Static Houtes
Define routes to enable for this Dial-in CrotinFaites i
connection.

k. i Cancel i Spply 1

Configure the Wireless LAN Controller and Lightweight APs

Now configure the Wireless devices for this setup. This includes the configuration of the Wireless LAN
Controllers, Lightweight APs, and Wireless clients.

Configure the WLC for RADIUS Authentication through MS IAS RADIUS Server

First configure the WLC to use the MS IAS as the authentication server. The WLC needs to be
configured in order to forward the user credentials to an external RADIUS server. The external RADIUS
server then validates the user credentials and provides access to the Wireless clients. In order to do this,
add the MS IAS server as a RADIUS server in the Security > RADIUS Authentication page.

Complete these steps:
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1. Choose Security and RADIUS Authentication from the controller GUI to display the RADIUS
Authentication Servers page. Then click New in order to define a RADIUS server.

= v T TR | g R gF=-9x
Q-0 HEAG 2PHe 2-S5H3 ¥
B " Sreriug TR e ot Fedres
Security RADIUS Authenticalion Servars = Mew < Dack | Apply
o Barver Index (PrAty) 1

Ganaral

RACIUS Suthentication .

RADILS Boooaniing Sarver IPAddress 10.77.244.198 |

Local Nat Users

il o, ghared Bacret Format [azenn =)

Cigabled Chents .
Usar Login Policies
AP Polces Shared Bacrat 0 |seeees e

Access Contral Lists

Coinfiren Shaead

[PSec Certificates Sacret 00— .
E8 Cartificata
10 Cartificebs Eay Wrap B
Wb Auth Certificale )
Wirelass Protection Part Numibser lplz
Palicies
Trustad 4P Faliciss Sarver Status [Enabled |s

Rogus Poficies
Standard Signatures e
Cusiom Sagnabires Support for RFC 3576 Enabled =
Clisnd Excusion Pobces
AP Authembcation

Ratransmit Timeout 2 i seconds
Nitwork Lsar [ Enabie
Management Ig Enable
P Eec [ Enabla

2. Define the RADIUS server parameters in the RADIUS Authentication Servers > New page.
These parameters include the RADIUS Server IP Address, Shared Secret, Port Number, and
Server Status. The Network User and Management check boxes determine if the RADIUS-based
authentication applies for management and network users. This example uses the MS IAS as the
RADIUS server with IP address 10.77.244.198.
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At Gall Station 10 Type [1F Addwess ”
....... 1 e
RADIUs Suthentication
RADILS A cosaning Credentials Caching []
Local Hat Users
Cisatisd Chants tse AES Key Wrap  []
Lisar Login Palicies
ety MEtwork o apeneent TETYER  goiusr Address Par IS Admin Status
Access Contral Lists i Iden
IPEee Cortificates = ¥l i 10.77.244.198 iBiz Disabibed Enablad Egit Esmove Piog

CA Cartificata
10 Cartificabs

Web puth Certificate

Wireless Prolaction

Palicies
Trusted &F Falicizs
Rogus Paficies
Standard Signetures
CusiDm Sagnaburas
Clissg Exclusion Pobces
AF AuthEnbcation

3. Click Apply.

4. MS IAS server has been added to the WLC as a Radius server and can be used to authenticate
Wireless Clients.

Configure a WLAN for the Clients

Configure the SSID (WLAN) to which the Wireless clients connects. In this example, create the SSID,
and name it PEAP.

Define the Layer 2 Authentication as WPA?2 so that the clients perform EAP based authentication
(PEAP-MSCHAPV?2 in this case) and use AES as the encryption mechanism. Leave all other values at
their defaults.

Note: This document binds the WLAN with the management interfaces. When you have multiple
VLANSs in your network, you can create a separate VLAN and bind it to the SSID. For information on
how to configure VLANs on WLCs, refer to VLANSs on Wireless LAN Controllers Configuration

Example.

In order to configure a WLAN on the WLC complete these steps:

1. Click WLANSs from the GUI of the controller in order to display the WLANSs page. This page lists
the WLANS that exist on the controller.

2. Choose New in order to create a new WLAN. Enter the WLAN ID and the WLAN SSID for the
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WLAN, and click Apply.
Q- O HNREG L2He 2 SH5 oy -2
WILANS WLANS = Maw ek ] apply |
by 3 WLAN 1D [a v
FHRHER WLAN SS8ID BT ]

3. Once you create a new WLAN, the WLAN > Edit page for the new WLAN appears. On this page
you can define various parameters specific to this WLAN that include General Policies, RADIUS
Servers, Security Policies, and 802.1x Parameters.

http://kbase.cisco.com/paws/servlet/ViewFile/100397/peap-ias.xml?convertPaths=1 2/22/2008



Cisco - PEAP Under Unified Wireless Networks with Microsoft Internet Authenticatio... Page 52 of 62

Eints Framewn Save Configursban Fing | Logout | Risfre
MONITOR  Wieks  CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP
WAL ANS WLANS = Edit | = pack | !.!E[ E
WLAMNS WiAN ID i
WLERS
AP Grosp WLAN Profile Hame FEAF
WLAN 551D FEAP
General Policies Security Policies
Radio Palicy all -1 IPvE Enable r
i Status [F eratied
R & £ WAL= WiRA -I
Session Timeoel [s80s) II:I— Luver 2 Securky L £
[T MaC Fikm
GQuakty of Service (Gel) | Sibver (bat alfam) -I fherea
WHHM Folicy Dizabled -I Layer 3 Sacurity Iﬁ
7920 Phons Suppert [T Client CAC Limit [ AP CAC Limi Cweb Palicy *
Broadcait SSI0 [F Enatiad
Aironet 12 ¥ Erabiad
Allow A48 Override ™ Ematdad * ek Pobcy cannot be wsad in combingtion with
IPsee.

nabled =+ |80
Chant Exelussan FEenabled S ——— * when client exchutlon ls sasbled, s Emeout
ue (3ee3) value of 2ero rmesss infinity{will regurs
OHCP Server " owverride administratioe override to rese? excheded cients)

. *+* CKIP is not supporied by Ll ARs
CHCP Addr, Assignment [ Bequired

Interface Rams MANAgament =

MFP Varsaam Raguired i

MFF Signabure P

GRnerEEen ¥ [Ghokal MFP Dizabled)

H-REAP Locel Switching [T
* H-BREAF Local Swatching not jupgerted with IPSEC, CRAARITE and PORTRESS
autherhoatirs

4. Check Admin Status under General Policies in order to enable the WLAN. If you want the AP to
broadcast the SSID in its beacon frames, check Broadcast SSID.

5. Under Layer 2 Security, choose WPA1+WPAZ2. This enables WPA on the WLAN. Scroll down
the page and choose the WPA policy. This example uses WPA2 and AES encryption. Choose the
appropriate RADIUS server from the pull-down menu under RADIUS Servers. In this example,
use 10.77.244.198 (IP address of the MS IAS server). The other parameters can be modified based
on the requirement of the WLAN network.

IETRETRITT]

CONTROLLER  WIRELESS  SECURITY  MOMAGEMENT
a
PRt WRALSWPAZ B
Parameters
WLANE WAL Policy O
WLAHE WPAT Policy ¥
AP Groups VLAN WPAE Encryplion Fass Cmar

Auih Kay Mgt [T vl

6. Click Apply.
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MOKITOR.  WiANs CONTROLLER WIRELEES  SECURITY  MANSGEMEMT

WLANS WILANS

WLANS WLAN Admin
WILANS Profile Fame D WLAN S51D P Secuwrily Paliches

PEAP ] FEAF Enabled  [WPAZ)[Awth({S0Z.0x}] Edit Eam

= wWLAN 1D% §-06 will nat Be purhed to L1309, 1300 and L300 AP micdels

Configure the Wireless Clients

Configure the Wireless Clients for PEAP-MS CHAPv2 Authentication

This example provides information on how to configure the Wireless client with Cisco Aironet Desktop
Utility. Before you configure the client adapter, ensure that that latest version of the firmware and utility
are used. Find the latest version of the firmware and utilities in the Wireless downloads page on
Cisco.com.

In order to configure the Cisco Aironet 802.11 a/b/g Wireless client adapter with the ADU, complete
these steps:

1. Open the Aironet Desktop Utility.
2. Click Profile Management, and click New to define a profile.

3. Under the General tab, enter the Profile name and SSID. In this example, use the SSID that you
configured on the WLC (PEAP).
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Profile Management

Generd | .S eﬁuri,l;l i ;’-'u.;i'n.ra'.nce;d 5

Frofle Settings

Profile Name: | PEAP-MSCHAP:2

ChenfMame. [CLENTT |

Hetwork: Mames

SsiD1: |PEAH

55ID2 |

35103 |

l.

OE.

__] [ Caricel ]

4. Choose the Security tab; choose WPA/WPA2/CCKM; under WPA/WPA2/CCKM EAP, type

choose PEAP [EAP-MSCHAPvV2], and click Configure.
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Profile Management

General| Securty didvanced |

Set Secuity Ophons

() W PAAWPAR KM
) WPAAPAZ Passphrase
DB02 1% BU2 TXEAP Type: |EAFFAST

i) Pre-Shared Key [Stalic WEP)
) None

[ Configure, ]

|- o Bssociation o Moed LLalls
1 Profile Locked

(] Lirit Time for Finding Domain Controller T [0 j 3EC

Group Policy Delay |80 A zec

L ook || cancel |

5. Choose Validate Server Certificate, and choose Wireless-CA under the Trusted Root Certificate
Authorities drop-down menu.
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Configure PEAP [EAP-MSCHAP Y¥2)

| Fhise Machine Inbormaton for Bromairet ool
alidate Server [dentity

Trusted Foot Certification Suthorties

"when connecting, uze:

) Certificate
%) User Mame and Password

Uze Windows Uszer Mame and Fazsword
I zer Information for PEAR [EAP-MSCHAR W21 Authentication

[leer Marme: [administstion

Fasanerds |

e T
P N

Bidvanced 5 k. ;l [ Caneel

6. Click OK, and activate the profile.

Note: When you use Protected EAP-Microsoft Challenge Handshake Authentication Protocol
Version 2 (PEAP-MSCHAPv2) with Microsoft XP SP2, and the Wireless card is managed by the

Microsoft Wireless Zero Configuration (WZC), you must apply the Microsoft hotfix KB885453.
This prevents several issues on authentication related to PEAP Fast Resume.

Verify and Troubleshoot

In order to verify if the configuration works as expected, activate the profile PEAP-MSCHAPvV2 on the
Wireless client Client1.
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Action Dpkions . Help

Cuirrent: Status | Frofile: Management | Diagnostics |

Cisco SYsTEMS

Prafile Mame: PEAPMSCHAPYZ

Link; Statug: Authenticated M etimark: Tipe: [rfrastructine
Wirgless Mode: "R GHZ 54 kM bpi Curent:Channel: G4
Server Bazed duthentication:  PEAR [EAP-MSCHAR V2] Drata Encryption: = 4ES

IFAddress 2 10.77.244.218

Signial Strengthi Excellent

£ Advariced i

Once the profile PEAP-MSCHAPV2 is activated on the ADU, the client performs 802.11 open
authentication and then performs PEAP-MSCHAPv?2 authentication. Here is an example of successful
PEAP-MSCHAPvV2 authentication.

Use the debug commands to understand the sequence of events that occur.

The Output Interpreter Tool ( registered customers only) (OIT) supports certain show commands. Use the
OIT to view an analysis of show command output.

These debug commands on the Wireless LAN Controller are useful.
¢ debug dotlx events enable —In order to configure the debugging of 802.1x events
e debug aaa events enable —In order to configure the debugging of AAA events

e debug mac addr <mac address> —In order to configure MAC debugging, use the debug mac
command

e debug dhcp message enable —In order to configure debug of DHCP error messages

These are the example outputs from the debug dotlx events enable command and debug client <mac
address> command.

debug dotlx events enable:

Tue Dec 18 06:58:45 2007: 00:40:96:ac:e6:57 Received EAPOL START from
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:45 2007: 00:40:96:ac:e6:57 Sending EAP-Request/Identity to
mobile 00:40:96:ac:e6:57 (EAP Id 2)
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Tue Dec 18 06:58:45 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:

mobile 00:40:96:ac:eb6

mobile 00:40:96:ac:eb6

mobile 00:40:96:ac:eb6

http://kbase.cisco.com/paws/servlet/ ViewFile/100397/peap-ias.xml?convertPaths=1

:57
Tue Dec 18 06:58:51 2007:

mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
:57
Tue Dec 18 06:58:51 2007:

mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:

00:40:96:ac:eb6:
57
00:40:96:ac:e6:
57
00:40:96:ac:eb:
57 (EAP Id 3)
00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 3, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 4)

00:40:96:ac:e6:57 Received EAP Response from

57 (EAP Id 4, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AARA to
57 (EAP Id 5)

00:40:96:ac:e6:57 Received EAP Response from

57 (EAP Id 5, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 6)

00:40:96:ac:e6:57 Received EAP Response from
(EAP Id 6, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
(EAP Id 7)

00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 7, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for

57 Processing Access-Challenge for

57 Sending EAP Request from AAA to

:57
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 8)

00:40:96:ac:e6:57 Received EAP Response from

57 (EAP Id 8, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 9)

00:40:96:ac:e6:57 Received EAP Response from

57 (EAP Id 9, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 10)

00:40:96:ac:e6:57 Received EAP Response from

57 (EAP Id 10, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 11)

00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 11, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 12)
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Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Received EAP Response from
mobile 00:40:96:ac:e6:57 (EAP Id 12, EAP Type 25)

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Processing Access-Accept for
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Creating a new PMK Cache
Entry for station 00:40:96:ac:e6:57 (RSN 0)

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Sending EAP-Success to
mobile 00:40:96:ac:e6:57 (EAP Id 13)

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Sending default RC4 key to
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Sending Key-Mapping RC4 key to
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Received Auth Success while in
Authenticating state for mobile 00:40:96:ac:e6:57

debug mac addr <MAC Address>:

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Association received from
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 STA: 00:40:96:ac:e6:57 -
rates (8): 12 18 24 36 48 72 96 108 0 0 0 0 0 O 0 O

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN (20)
Change state to START (0)

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Initializing policy

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Change state to AUTHCHECK (2)

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 AUTHCHECK (2)
Change state to 8021X REQD (3)

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 8021X REQD (3)
Plumbed mobile LWAPP rule on AP 00:0b:85:51:5a:e0

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Changing state for
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0 from Associated to Associat

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Stopping deletion of
Mobile Station: 00:40:96:ac:e6:57 (callerId: 48)

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Sending Assoc Response to
station 00:40:96:ac:e6:57 on BSSID 00:0b:85:51:5a:e0 (status 0)

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Changing state for
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0 from Associated to Associat

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 Removed NPU entry.

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 dotlx - moving
mobile 00:40:96:ac:e6:57 into Connecting state

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Sending EAP-
Request/Identity to mobile 00:40:96:ac:e6:57 (EAP Id 1)

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Received EAPOL START from
mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 EAP State update from
Connecting to Authenticating for mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 dotlx -
moving mobile 00:40:96:ac:e6:57 into Authenticating state

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Processing Access-Challenge for mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Reqg state (id=3) for mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 3)

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
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Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 3, EAP Type 25)

Wed Dec 19 02:31:49 2007:

00:40:96:ac:e6:57

Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Reqg state (id=4) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 4)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 4, EAP T
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Reqg state (id=5) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 5)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 5, EAP T
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Reqg state (id=6) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 6)
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 9, EAP T
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Entering Backend Auth Reqg state (id=10) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 10)
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 10, EAP
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:56 2007:

Wed Dec 19 02:31:56 2007:
Entering Backend Auth
Wed Dec 19 02:31:56 2007:

00:40:96:ac:e6:57

Processing Access-Challenge for mobile 00:40:96:ac:e6:57
00:40:96:ac:e6:57

Req state (id=11) for mobile 00:40:
00:40:96:ac:e6:57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:56 2007:
Received EAP Response
Wed Dec 19 02:31:56 2007:
Entering Backend Auth
Wed Dec 19 02:31:56 2007:

00:40:96:ac:e6:57
from mobile 00:40:96:ac:e6:57 (EAP
00:40:96:ac:e6:57

Response state for mobile 00:40:96:

00:40:96:ac:e6:57

Processing Access-Accept for mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:56 2007:

00:40:96:ac:e6:57

96:ac:e6:57
(EAP Id 11)
Id 11, EAP

ac:e6:57

Creating a new PMK Cache Entry for station 00:40:96:ac:e6:57 (RSN 0)

Wed Dec 19 02:31:56 2007:

00:40:96:ac:e6:57

Sending EAP-Success to mobile 00:40:96:ac:e6:57 (EAP Id 12)

Wed Dec 19 02:31:56 2007:

00:40:96:ac:e6:57
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Sending default RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Sending Key-Mapping RC4 key to mobile 00:40:96:ac:e6:57
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Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218
8021X REQD (3) Change state to L2AUTHCOMPLETE (4)
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218
L2AUTHCOMPLETE (4) Plumbed mobile LWAPP rule on AP 00:0b:85:51:5a:e0
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218
L2AUTHCOMPLETE (4) Change state to RUN (20)
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN
(20) Reached PLUMBFASTPATH: from line 4041
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN
(20) Replacing Fast Path rule
type = Airespace AP Client
on AP 00:0b:85:51:5a:e0, slot 0, interface = 2
ACL Id = 255, Jumbo Frames = NO, 802.1P = 0, DSCP 0, TokenID 5006
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN (20)
Card = 0 (slot 0), InHandle = 0x00000000,
OutHandle = 0x00000000, npuCryptoFlag = 0x0000
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN
(20) Successfully plumbed mobile rule (ACL ID 255)
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN
(20) Reached RETURN: from line 4041
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 Entering Backend
Auth Success state (id=12) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 Received Auth Success

while in Authenticating state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 dotlx -
moving mobile 00:40:96:ac:e6:57 into Authenticated state

Note: If you use the Microsoft Supplicant to authenticate with a Cisco Secure ACS for PEAP
authentication, the client potentially does not authenticate successfully. Sometimes the initial connection
can authenticate successfully, but subsequent fast-connect authentication attempts do not connect
successfully. This is a known issue. The details of this issue and the fix for the same are available here

NetPro Discussion Forums - Featured Conversations

Networking Professionals Connection is a forum for networking professionals to share questions,
suggestions, and information about networking solutions, products, and technologies. The featured links

are some of the most recent conversations available in this technology.

|NetPr0 Discussion Forums - Featured Conversations for Wireless

|Wireless - Mobility: WLAN Radio Standards

Help with my cisco 1100 series access point - Feb 21, 2008

Issues With Vista - Feb 20, 2008

WLC and Intermec 2455 terminals - Feb 19, 2008

ASK THE EXPERT - MOBILE PERFORMANCE WITH 802.11n - Feb 19, 2008
Interference threshold violated - Feb 19, 2008

|Wireless - Mobility: Security and Network Management

ipsec and default route issue - Feb 22, 2008
WLC 5.0.148.0 release notes - Feb 21, 2008
Max. number of WLCs per WCS - Feb 21, 2008

http://kbase.cisco.com/paws/servlet/ViewFile/100397/peap-ias.xml?convertPaths=1

2/22/2008



Cisco - PEAP Under Unified Wireless Networks with Microsoft Internet Authenticatio...

WLSE Express with IOS APs error message - Feb 20, 2008

QoS/bandwidth throttling on autonamous WAPs? - Feb 20, 2008

|Wireless - Mobility: Wireless IP Voice and Video |

Push-to-talk with Nortel 6140 wireless handset + WLC 4400 - Feb 22, 2008

7921G call drops and one way audio. - Feb 21, 2008

VPN Client for Nokia E-Series Mobile - Feb 20, 2008

Voice quality very poor - Feb 20, 2008

7921G Firmware update - Feb 13, 2008

|Wireless - Mobility: Getting Started with Wireless

Getting wireless to work on a 876 W - Feb 22, 2008

Upgrade of AP1210 system - Feb 22, 2008

DHCP with WLC 526 and LAP521 - Feb 22, 2008
Wireless Deployment - Feb 21, 2008

WLC526 DHCP issue - Feb 21, 2008

|Wireless - Mobility: General

WISM backup via TETP - Feb 22, 2008
AIR-AP1220-I0S-UPGRD - Feb 22, 2008

NM-WLC Upload Configuration Issue - Feb 22, 2008

Recommended Antenna 1242AG - Feb 22, 2008
1130AG Access Point PoE Problem with Cat 3750G-24PS-E switch - Feb 21, 2008

Related Information

PEAP under Unified Wireless Networks with ACS 4.0 and Windows 2003
EAP Authentication with WLAN Controllers (WLC) Configuration Example
Wireless LAN Controller (WLC) Software Upgrade to Versions 3.2, 4.0, and 4.1

Cisco 4400 Series Wireless LAN Controllers Configuration Guides
Technical Support & Documentation - Cisco Systems

| Home | How to Buy |  Login | Profile | Feedback | Site Map | Help |

Page 62 of 62

All contents are Copyright © 2006-2007 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.

http://kbase.cisco.com/paws/servlet/ViewFile/100397/peap-ias.xml?convertPaths=1

2/22/2008



